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Basic monitoring of MS SQL servers' performance on Windows OS is realized
by performance counters. There's a large number of them, we've selected a
few of the most important ones and we also add configuration procedure for
monitoring of any custom performance counter.

1. SQL Memory, Page splits, users v1.1 (template)

SQL Total Memory - currently used memory by the SQL server (from dedicated RAM)

SQL Target memory - dedicated max. RAM for the SQL server, this value can be found in the
Task Manager

SQL Memory Usage % - percentage of the currently used RAM from a target value (if it's near
100%, it means you need to add RAM to the server)

SQL Page splits / sec - it's a specific amount of operations per second at memory management by
the SQL server. If the values in cells exceed a certain size, the SQL server must split them among
several memory pages - hence the name "Page split". If it happens too often, it slows down the SQL
server's operation. (indicatively, even a few dozens for a few GB database is a bad number). This can
be removed by maintenance of the SQL server by an SQL specialist

SQL User connections - number of connections to the SQL server, for you to be
able to tell if the performance parameters are adequate to number of users

Setup can be found be below in the article

2. SQL Transactions and Deadlocks v1.1. (template)

SQL Active Transactions - one or more changes actively executed in the database at the time of
value reading. It's a field, for which you should choose limit values empirically, since it depends on
the application.

SQL Deadlocks - deadlock occurs, when two processes try to update the same record or a record
file
Setup can be found be below in the article

3. Custom performance counter
It's possible to monitor any other performance counter using the Watch condition Performance
counter.
An example of setup is given below in the article

Monitoring setup through templates

Both Watches from the above stated templates are configured directly on the WIN server with SQL
server. You must enter its name or instance into the wizard. It's the only parameter that you will
enter. Reading of the very performance counters happens directly on OS with the SQL server.

The following images capture the most important setup steps. The others are very similar to other
Watches.

1. Setup of Watch through template SQL Memory, Page splits, users
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The template is desctribed in introduction of the article, and we only further describe important
points of setup .

=
Q) Watch Wizard .

Add condition for "SQL performance 1"

Performance
" Meman usage
~ CPU uzage
Digk. actniy
Disk read / wiite: gueue length
Metwork adapter usage
) Process usage [memosy. CPL

' Pesfarmance countsts

) Trarefered speed in LAN,
Harddrives

) Transtered speed of FTP

) Intemet IP trahc [bansfes speed]

~ Intemet IP transfened data

@ Preddefined perffomance templates

General perfomance 1,0
el MS SOL Quey rezpanss time v1.0

SOL Trans. and Deadiocks ¥1.1

Terminal active sessions
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“IHTTP, HTTPS
E stz file
Ewzts direchory
Accessible direchony

Cusrent IP
K abimirsl reanasbad

< Back, Mext

O 1 o— —

(= [ it

Health of spstems

' EventLog Events Count
[Fien “Windows Yista and newer)

Free space on disk
Serace status

! Loaded Dewvice Divver

' Rusining process
E-Mail kooping test [SMTP -> POP3)
Ping RTT [responze time]
Firg packet loss

' File size

_ Filez zize in directony

~ Files court in directon,
Start / Restart 05
Yafincoms UG time
H ardvwiare Monitoring

' Hw' monstoring of server
[HF, DELL. FILITSLY

LIMLE ramitaring
Ervironment bdonitonng [znmp)
Ernsironment Monitonng [Hitp]

) Preddefined health templates

Security
' Aunning user process
' Unauthatized adiin pracess
LogoedUn user
Time limitations
Date
Daw of Weak
Time
) Time Range
Custom conditions
) SNMP
") CHAT
~ CHAT Variable
CHAT Mumesic Y anzble
CHAT Vechor Y aniable
Uze state of another Watch
‘w'abch state

|. Cancel J

Image: Vyber Sablény k meraniu obsadenia RAM, pocet operécii Page splits /sec, pocet aktivnych
SQL spojeni.
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SQL Memory, Page splits, Users v1.1

Senpt Name
SOL Memory, Page splits, Users +1.1

Scnpt

Parameter
Sql nstance | SOLSERVER or MSSOLENAME

Help
Operation Test Period Unit
Successful = b it -

Value from thiz condition send to CHM server

Blways
@ Mever

| &s5e53 the state of watch

L

¢ Back [ et »

Test, Edit Senpt

Canicel

Image: Poli¢ko pre zadanie ndzvu SQL servera alebo inStancie v rdmci sprievodcu (pre znovu

otvorenie tohto dialégu urobte dvojité kliknutie na prvi podmienku v CHATe)

Name selection for the SQL instance, it's usually SQLSERVER for the first one, and for the
other it's usually MSSQL$instance_name.
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i '
@ Watch Wizard L= [ (=)

Conditions for "SQL performance 1"

1 |Successhul CHAT SQL Memoary, Page splits, Uzers v1.1
Check ayveny Smin
Mone value will be zent bo CW Serves

2 |CHAT Yar, "TotalMem” [SOL Total Memorny kB] > 0
Check on each watch state evaluation
Walie will be sent to CH Server only f changs to last sant valus i mors than 50000

3 CHAT Yar "'TagetMem” [SOL Tanget Memory kB] = 0
Check on each watch state evaluation
“alue will be sent to CH Server only f chanoe to last sent value i more than 50000

4 CHAT Yar "Memllzage” [SOL Memary Usage =] < 102
| Check on each watch state evaliation
Walie will be zent to CM Serves ol f chanoe to last sent value i more than 5

[l 5 CHAT Var. "PageSplts” [SOL Page splits / sec) < 260
| Check on each watch state evaliation
“alue will be zent to CM Server only f change to last sent value = more than 20

6 CHAT Var “UssiCon” [SOL User connechons] < 300
Check on each walch stabe avakiation
Walue will be sent to LM Server orlp f change o last sent value i more than 3

| AddCondtion ||  EdiCondtion || Delete Condiion |

State of watch is OK | # all conditions are e w | FAIL - if 3t least one condition is false

J Delay tor FAIL state. Conditions for FAIL state must b met at least 2 = |Min -

[ Show Advanced Options |

Hote: "Watches are acti 5 mn affter Aa operating system start

¢Back || MNea: Skip Actions > | Cancel

Image: Dokoncenie nastavenia Watchu moézete spravit s definovanim akcii alebo ich preskocit.
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Wyhodnotenie
' Watches (Dnline manitoring) X
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Ponxhy HElarcWrichu Cusrere wainn Zomer maz archpra T Tawd Yiwichenn nac Vahprs T E
HisNN Pk Ararmice Iobraai Pl - 4 e ¥ reise (7] Unkpanes Vypresh walche | Lo orlen BT
FPonuchy pa patfadech
Tors Ligeer
drlaamre 23 ek L0
L Tirgal sy b - b
Tirg ) it Lh T
vl b o i & g
5 i by * 7
Poliaie O MM e U el = =
Deiag Wi did #* o ..
i Sl 1 & T
ks s pwidt monion e Fotlpria

Imeng an podiad
Fria eckerarticin .1-:.. )

Warna Lo s i om baardn

Rapork
Pridwirsd i Qi il AL L & PAY
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Image: Ukazka z Watchu zo Sablény SQL Memory, Page splits, users

2. Setup of Watch through template SQL Transactions and Deadlocks

The template is desctribed in introduction of the article, and we only further describe important
points of setup .

r '
Q) Watch Wizard . — S
- . — — i o — -
Rk 1 L1 ] m
Add condition for "SQL performance 1
Performance Health of systems Security
" Meman usage * Eventlog Events Count ' Aunning user process
") CPU usage (o “Windows Yista and newer) Sy e e
Digk. actniy Free.anal:e on disk LogoedUn user
Digk read / wite queus kength Lo Tima [imitakions
N ! Loaded Dewvice Divver
i etwork adapier usage : ; Date
Running process
) Process usage [memosy. CPL Dav of Week
5 E-Mail loaping test (SMTF -» FOP3) ¥
Performance counters _ . Tims
Harddiives Ping packet loss : Lo
Trarsfered speed of FTP ! File size Custom conditions
' Irtemiet IP trafic [transfer speed) ' Files size in dirscton ) SMMP
! Intemet IP transfersd data "~ Files count in directony ") CHAT
@ Preddefined perfomance templates Start / Restart 05 ~ CHAT Variable
[ v] hafindiows running tine CHAT Mumetic Y anable |
General perfomance v1.0 H ancdware Monitoring CHAT Vechor Y aniable
el M5 SOL Quweny response lime v1.0 Had mardton
: aniaring of server Use state of another Watch
L3 (HP. DELL. FLUITSU] opy i
S0L Trans. and Deadlocks 1.1 LIMLE= manitoniog pipich acle
Terminal active sessions I :
) POPS Ernironment Monitaning [znmp)
| HTTF. HTTFS Ernsironment Monitonng [Hitp] !
E wizte file ) Preddefined health templates
Ewzts direchory
Accessible direchony
Cusrent IP
bl abimmels rece aebad
<Back || New | Cancel
L% ’,

Image: Vyber Sablény k meraniu poctu SQL transakcii, deadlockov a kontrola sluzieb
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@ Watch Wizard R ¢ St a8 L= | ] |
SQL Trans. and Deadlocks v1.1

Senpt Name
SOL Trans. and Deadiocks w11

Scnpt

Parameter
Sl instance | SOLSERVER or MSSOLSNAME

Test, Edit Senpt
Operation Test Period Unit

Successful = |1 it -

Value from thiz condition send to CHM server

@ Always

Hewver
| Asess the state of watch
Canicel

[ |
| <Back [Num-

L

Image: Poli¢ko pre zadanie ndzvu SQL servera alebo inStancie v rdmci sprievodcu (pre znovu
otvorenie tohto dialégu urobte dvojité kliknutie na prvi podmienku v CHATe)

Name selection for the SQL instance, it's usually SQLSERVER for the first one, and for the
other it's usually MSSQL$instance_name.
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Conditions for "SQL Performance Counters 02"
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1 Sucessshul CHAT SOL Trans. and Deadiocks +1.1
Check ayven Tmin
Each value will be zent to CM Server

2 CHAT Var. "ActivTrans” [SGL Active Transactons] < 1000
Check on each watch state evaluation
Walue will be sent to CH Serves only f changs to last sant value iz more than 5

3 CHAT Yar "Deadlocks” [SOL deadocks £ zec] < 10
Check on each waich state evaluation
Each value will be sent to Ch Server

4 Service Status "M330LSERVER" is "Running’
Check on each watch ztate evakliation
Each valie will be sent bo CW Server

B Service Status "SOLBwws=r i “Running”
Check on each watch stabe evahkiation
Each value will be sent to Ch Server

| AddCondtion ||  EdiCondtion || Delete Condiion |

State of watch is OK | # all conditions are e = | FAIL - if 2t least one condition is false

| Dizlay for FAIL state. (Usebul for supressing shot tern FAIL state)

[ Show Advanced O ptions

Note: Watches are acllle from 5 min after Wi operating system stast

E <Back ||| Newts || SkipActions > | Cancel

Image: Dokoncenie nastavenia Watchu moézete spravit s definovanim akcii alebo ich
preskocit.
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Image: Ukazka z Watchu zo sablény SQL transactions and Deadlocks

3. Setup of performance counters for monitoring of SQL of custom choice

Setup is realized by direct configuration of a Watch without the wizard. After opening the Watch and
dialog for adding condition, choose the condition Performance counter. Then find the required
Watch. To hepl you find it, we give you a hint that counters for SQL are among other counters, in
alphabetical order, starting with name of the SQL instance. For a single or the first instance,

it's SQLSERVER, for other instances it's MSSQL$instance_name.

After selection of the counter, you must choose a unit of the expected value. Unfortunately, you
must choose it manually, because it cannot be read from the system, it's usually just a part of the
counter's description in different forms. On the other hand, you get an option to convert the value
from the counter to a more acceptable number (e.g. from high, difficultly read numbers in Bytes, to
smaller, easily read MB or GB). Then enter a Friendly name, which will appear on CM Portal, and
which you should choose to know what you're monitoring.
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Image: Postup k vytvoreniu Watchu na sledovanie zvoleného countra bez sprievodcu
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Image: Vyber performance countra v systémovom dialégu
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1
b g :I Counter Path
Files Size in Directory WSS OLPCEE Databaze Mimonng\Bytes Sent/zec
Fibe= Count in Direchor
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L,if',mw Time g S U be set lurobte prepocet jednotiek.
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2 Ping . iges more than I
™ Delay for
E Firg RoundTripTime T Always
*  Hobe: Watcl Py Packet Loss ~ Mever
' SMTP
ﬂ FOF3 [T Assess the stale of waich
f—————— |HTTP.HTTFS
4 -lla T i
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Image: Volba jednotky performance countra a jednotky na zobrazenie v CM (s automatickym
prepoctom jednotiek)
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€ Condition Definition
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[ ] 1 Ld " j

1] Cancel

Image: Priklad : Nastaveny counter, ktory ma jednotku B/s, ale zobrazenie v CM Portali bude v
MB/sec pod zrozumitel'nejsim Friendly nazvom a do CM Servera bude posielana hodnota len, ked sa
zmeni aspon o 10kB/sec a malé zmeny zbyto¢ne neplnia databdzu v CM Server

Page 11 of 13



® MS SQL performance by Performance counters
USTOMER MONITOR Published on Customer Monitor

(https://www.customermonitor.eu)

IT monitoring and management tool

Frehladanis a

Wyhednolens

‘ ‘Watches [Cinline mmicnidorimg) &
Lipa reamesng o
Sxroivaws :n_“:_ Do peois (w0 - doradir Wmchan pesifs  Pocov -
FPanchy M VLR T LT Wl Foasalr s VoAb JoradE W Bed ki Toalaghs = m E
Histiaa porieh Cpanmio ZsbruE Podmmes T AR P = e —— Wypeuie maiche Ley ol D
Pasxchy na peorisdath
—
JTobrarenia 18t
Tirm wa
ckes L 0
Palisce & Fap—
Crding T e L R R
o L e & X s i
Trmeny na peifd Ol : ! I’ > araa 11005 4 TS Wil b 0 i e
Folls gebavenlitia . ® Vi i T
L LR e ard
Bl s rlone * T i
A 1 & - 1
@k " }
Fapeiy ¥ wur r i
Poeroend datuns SOEL » P& ] L] =
Pl panp e W . s is e
DHRgEN. B0V . L
w1 ==
Rl
5 1

Image: Ukazka v CM Portdli vlastného vyberu performance countrov pre sledovanie SQL vykonu
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